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The Business of the Future is Digital FUjiTSU

Digital Waves
_ . 2020
Creative destruction s
w},,f”.{f};th wave)
2010 g :
“ Al & Robotics ®Knowledge
$ B Man-machine collaboration

2000 3rd wave)
@ nd \ Internet of Things(loT)
Devices \n\i"-‘w/e M Physical and digital convergence

Tt wave Mobile Internet M Realtime M Anywhere

Internet

. : New Industrial Revolution
A huge impact on every industry and society
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Data and Analytics Forecast: Cloudy and Edge-y FUJITSU

B Internet of Things fueling the new B [n-Memory Analytics @ Scale
‘Industrial Internet’ ® Terascale problems
B Data stream through edge and cloud! ® Performance and scalability
B Embedded analytics is the new BI ® Saa$ and Cloud
B Real-time interactions and analytics = Cognitive computing
® Businesses need insights NOW! BvEMORY COMPUTING
® In-Memory Computing (- M e m;, \ [M . Ml I
B Access data at memory speed b"" ,W;Am'.- F— ’ %:Zé:?;?} ::4
® Accelerators: GPUs, FPGAs, CPUs too! waﬁkxoﬁl @°°f}1~l>‘feff§;m>%
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Silicon Challenge: Go High Performance

o)
Go Low Power AU

Orders! of magnitude improvements needed
on Performance/Watt for Deep Learning

High Conflicting Demands

Performance

® More transistors B | ess transistors
® State of the art 0-0-0 ® Less control logic
® Many Execution Units/$ = Fewer Execution Units/$

B Higher Frequency B |ower Frequency
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New Computlng Archltecture for Deep Learning  rujitsu

-, N h;‘ W T [ e CNEEEN-. NN Mo =

Specialized A

Brain
Computing

The limit of
Moore's Law

General-purpose

! Computing
General purpose Processing perfcgmance
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Three technologies accelerates FUJITSU

Solve combinational optimization problems

Quantum

Computing

Three world-class cutting edge technologies will combine to
contribute to business expansion for customers

Simulation and pre-processing Deep High-speed learning environment

Learning
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What's the New Architecture for the DLU? FUJITSU

B Domain Specific, Optimal Precision, and Massively Parallel

Conventional New
Architecture Architecture
General Use | » Domain Specific

Complicated 0-0-0 cores Domain specific cores

I 'u/l / \‘ “\
‘ High Precision » Optimal Precision AP
Double/Single precision FP Deep Learning Integer wJ i

| 4 \'5 /":’T'/n Z\j@é:\
‘ Sequential + Parallel » Massively Parallel =
~ ' ' Large scale DLU interconnect
Multiple strong cores Many cores w/ on-chip network through off-chip network

Copyright 2017 FUJITSU


https://www.google.co.jp/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwijkoism6fQAhVGxbwKHScTAEsQjRwIBw&url=https://ireneses.wordpress.com/2011/06/20/rd-tofu-mesh-torus-6-d-interconnect-de-fujitsu-k/&psig=AFQjCNE21cq7UR-yHgMWjBRtoVR5SlcrRA&ust=1479177379190235
https://www.google.co.jp/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwijkoism6fQAhVGxbwKHScTAEsQjRwIBw&url=https://ireneses.wordpress.com/2011/06/20/rd-tofu-mesh-torus-6-d-interconnect-de-fujitsu-k/&psig=AFQjCNE21cq7UR-yHgMWjBRtoVR5SlcrRA&ust=1479177379190235

Digital Co-Creation with Partners FUJITSU
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FUJITSU

shaping tomorrow with you

Moving Forward in

A Hyperconnected World

Streaming Real-time
Visualization & Analytics

“striim
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Hyperconnectivity Increases Vulnerability FUjiTSU
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Hackers Will Try to Cover Their Tracks FUJITSU

DON'T PANIC!
EVERYTHING IS NORMAL!




“istriim Collect All Available Data FUjiTsu

' O

Device Data
Controller Data
Network Routers
Malware Detection

Real-Time Y

Analytics T VPN Logs
+ T Firewall Logs
& 3

Monitoring Equipment

Cameras

1
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f{}:gstriim Towards Thwarting Cyberattacks FUjiTSU

Use Real-Time Analytics |

R Uiize vochine Leaning VNI
Use The Best Technology | NORMAL!
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“istriim Over-Instrument FUjiTsu

Example Stuxnet
Gas Centrifuges
Lying About Spin Speed

If You Also Measure

Vibration Levels
Power Draw
Temperature

Noise

Add Video Imaging

B More Data = More Confidence
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Attack Analytics FUﬁTSU

Fri Mar 24 18:21:46 UTC 2017,1D
Fri Mar 24 18:21:48 UTC 201

Fri Mar 24 18:21:52 UTC
Fri Mar 24 18:21:52

Fn Mar 4 18:22:48 UTC 2017,
Frn Mar 24 18:22:50 UTC 201

CORRELATE BY IP/NAT & TIME ACROSS
NETFLOW / FIREWALL/ ANTI-VIRUS LOGS

-

~

(121:2:1) Portscan detected from
5,[121:2:1),Portscan detected from
0S,[121:2:1] fortscan detected from
JDS,[121:2: oriscan detected from
ortscan detected from
| Portscan detected from
1** Malware Download D
d Vulnerability attack for MS-
d Vulnerability attack for MS-1
ed Vulnerability attack for MS
ted Vulnerability attack for §

d: 10 sliding
10 sliding
10 sliding
10 sliding:

40) [**] 08/xx-14:29:14.676834
40) [**] 08/xx-14:29:14 676834
40) [**] 08/xx-14:29:14.676834
40) [**] 08/xx-14:29:14.676834
10 sliding: 40) [**] 08/xx-14:29:14.676834
10 sliding: 40) [**] 08/xx-14:29:14.676834
frgm www badguy.com (123 45.6.7 ),IPNUKE-BLOODWINE

Download of )
Updates Spotted.

Anti-Virus Spots
Updates, Not
Orlglnal Malware

7168, "0 2 2"345 192.168.30 3 56789
92.168.20.2,12345,192.168.30.4,56789
56,192.168,20.2,12345,192.168.30.5,56789
-123456,192.168.20.2,12345,192.168.10.2,56789
“IPNUK CODWINE" detected on 192.168.20.2 - Removal initated

Fn Mar
Fn Mar
Fri Mar
Fri Mar
Fn Mar
Fn Mar
Fn Mar
Fri Mar 2

Ma

ps to
192.168.20.2
Through NAT

“WINNAIL-NTPSLAM" detected on 192.168.20.2 - Removal inated

2 "IPNUKE-BLOODWINE" detected on 192.168.30.2 - Removal initiated
Malware “IPNUKE-BLOODWINE" detected on 192.168.30.2 - Unable to remove!!
Malware "IPNUKE-BLOODWINE" detected on 192.168.20.2 - Unable to remove!!
ING** Excessive traffic from 192.168.20.2 to internal network ( 192.168,0.0)
ING** Excessive traffic from 192.168.20.2 to internal network { 192.168,0.0)
ING** Excessive traffic from 192.168.20.2 to internal network ( 192.168,0.0 )
INING** Excessive traffic from 192.168.20.2 to internal network ( 192.168,0.0)

Badguy.com
Blacklisted

J

Fri Mar 24 18:22:48 UTC 2017.FL OW “*ALARM** Extremely excessive traffic from 192,168 .20.2 to internal network ( 192.168,00)
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.:striim  Real-Time Analytics To Correlate Data

Real-Time
Insights &
Actions

A

Alerts

1E: 2

Triggers

»

D

Rggl—time
Dashboards

18

Machine Learning
Al

Databases

M) -

O

7
-

Transformation

Filtering

Q

Aggregation

Continuous Data Collection

Sensors

Real-Time
Data Collection

Stream Processing

& Preparation

(83

L (©)
N \\ J +

Enrichment

Blacklisted
IPs + Other

ernal Context

; Anomaly

Detection

< Matching
Multi-Stream
Correlation

Pattern

’7 Continuous Data Delivery

Streaming Analytics &
Issue Detection

[o®)
FUJITSU

Databases &
Data Warehouses

,. Files
o lD §8 P| Messaging
-

Real-Time Results
Delivery

(M0

Cloud

Big Data
& NOSQL
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.striim  Visualization Streaming Dashboards FUjiTSU

Transaction Fiow Health

Transaction Flow Health

0 O Set Visualization Query X
Decline Rate Jebit T
Transaction Volume by State Transaction Volume (every mi
Name FTMTxVolumeByNetworkEndPoint
e 4000000000000000008000000000000500050500.
FROM TxVolumeByNetworkEndpointWhS [3 MINUTE AND FUSH]
ORDER BY LocalDtTm;
Dec 27 015 Dec 27th 2015
3:10:00 pm 3:20:00 pm 3
Volume W Upper Lower
ne by Network End Points Declined Transactions and Decline Rate by Sul
Shazam
Pulse
Unknown Z Press Ctrl-space for a pop-up menu of functions and cache, stream, and WAStionStone names
PlanetPayment
Fisery
Nyce ¢ oo o
e X + SAVE QUERY

1
3:40:00 pm 3:45:00 pm 3:50:00 pm 3:55:00 pm

ATM  Debit M Credit M Check
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Attack Monitoring FUjiTSU

“istriim Factory Dashboard

A Multiple IDS(snort) alerts (7) indicating excessive portscans from 192.168.20.2

Alerts By Log Type Alerts by Priority
oav TIMESTAMP = i SOURCE IP i MSG i PRIORITY
Mar 24th 2000, 10:21:52 am 192.168.20.2 Portscan detected from 192.168.20.2 Talke: 90.8
Mar 24th 2000, 10:22:50 am %92.168.20.2 ALARM - ONGOING EXCESSIVE FLOW 80.2

Mar 24th 2000, 10:22:52 am 192.168.20.2 [AV-Service] - **ALARM** Malware "IPNUk  96.3

Waiting for data

Flow Alerts AV Alerts IDS Alerts

- ]

Mar 24th 2000 Mar 24th 2000 Mar 24th 2000 Mar 24th 2000Mar 24t... Mar 24th 2000 Mar 24th 2000Mar 24th 2000Mar 24th 2000Mar 24th 2000Mar 24th 2000
10:22:10 am  10:22:20 am  10:22:30 am  10:22:40 am 10:22:... 10:22:52 am 10:19:30 am 10:20:00 am 10:20:30 am 10:21:00 am 10:21:30 am
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~sstrilm - Attack Monitoring FUJITSU
A ff.':"i;striim & Security Dashboard ‘ FUﬁTSU |

122.142.77.83 ina angchun [AV-Service] - ""ALARM** Malware "IPNUK 2

8 122.142.77.83 ina ngchun [AV-Service] - ""ALARM"™ Malware "IPNUK 2
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f‘:‘..?_:-_;Stl’iim Intelligent Data Integration Platform  Fujitsu

®m Core component  C Strllm

B Intelligent data integration platform

$

B Streaming and Deep Learning

B End-to-end Digital Factory solution
® Value propositions

B Real-time micro-service deployment

B Dynamic depth & breadth calibration of
data collection

B Edge processing
B Flexible real-time analytics framework FUﬁTSU
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“istriim Utilize Machine Learning FUJTTSU

Send Data to the Cloud
Build Model In Cloud
Export Model To Edge
Do Real-Time Scoring

Model = Normal

Also Train for Problems

Spots Anything Unusual )
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f{f;:::;striim Streaming Analytics Thwarts Cyberattacks fujitsu
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INTRUSIONS CAN BE STOPPED
THROUGH CORRELATED STREAM ANALYTICS
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fff?gstriim Cybersecurity Appliance

[o®)
FUJITSU
= § O STRIIM AND FUJITSU
-_-l_- I CYBERSECURITY APPLIANCE
T SwiTcH FIREWALL IDS ANTIVIRUS REAL-TIME DASHBOARDS
il -

l r _.strnm
| LOG |

[o®)
FUJITSU

VIDEO STORAGE

1 e
Fujitsu SPARC M12
STREAMING DATA INTEGRATION
AND REAL-TIME SECURITY ANALYTICS
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Digital Co-Creation with Partners FUJITSU
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